
MASTERING PRIVACY, SECURITY 

& RISK MANAGEMENT – 

STRATEGIES & FRAMEWORKS



Program Overview

Explore best practices and procedures for managing privacy, security, and risk and 

assessing security processes. In this course the instructor Faheem Ali provides 

coverage of data privacy and protection practices, risk management, and security 

frameworks.

OBJECTIVES OF THE PROGRAM:

At the end of the program, participants should be able to:

▪ Differentiate between privacy and security

▪ Know how to align security with the business needs of your organization

▪ Know how to assess risk likelihood and impact through qualitative and 

quantitative risk assessment

▪ Know how to assess key security processes

▪ Know how to best leverage audits and assessments

▪ Know how to mitigate risk when working with vendors; and more.



LEARNING MODULES:

1. Introduction

▪ Compliance and Assessment

▪ What you should know

▪ Study resources

2. Privacy

▪ Privacy and Security

▪ Limiting data collection

▪ Privacy Compliance

▪ Privacy Assessments

3. Security Governance

▪ Aligning security with the business

▪ Organizational Processes

▪ Security Roles and Responsibilities

▪ Security Control Selection

▪ Control Frameworks

4. Non-Technical Controls

▪ Information Classification

LEARNING MODULES: …cont.

▪ Data security Policies

▪ Data Security Roles

▪ Data Sovereignty

5. Data Controls

▪ Data Anonymization

▪ Data Obfuscation

▪ Last four digits of SSNs

▪ Data Loss Prevention

▪ Information Rights Management

6. Risk Management

▪ Risk Assessment

▪ Quantitative Risk Assessment

▪ Risk Treatment Options

▪ Risk Management Frameworks

▪ Risk Visibility and Reporting

7. Assessing Security Processes

▪ Management Review



PAYMENT:

▪ US$ 175 Pay now 

▪ Group discounts & 

installments 

available 

(contact@ed-

watch.org) 

PARTICIPANTS:

▪ Risk Managers 

▪ Data Governance Managers

▪ Internal Auditors 

▪ Compliance and Finance Managers

▪ Senior Management

LEARNING MODULES:…cont.

▪ Metrics and Measurements

▪ Audits and Assessments

▪ Control Management

▪ Certification and Accreditation

▪ Maturity Models

8. Supply Chain Assessment

▪ Managing Vendor Relationships

▪ Vendor Agreements

▪ Vendor Information Management

9. Security Policies

▪ Security Policy Framework

▪ Security Policies

10. Conclusion

▪ Overview

▪ What’s Next

SCHEDULE:

▪ E-learning – Virtual Cohort

▪ 2 hours session

▪ Timing 10:30 AM (GMT-5) / 8:30 PM (GMT+5)

▪ Next Batch in September 2023

https://buy.stripe.com/8wMbLH6FScI6clWdSh
mailto:contact@ed-watch.org
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S a l e s  &  a d m i n  s u p p o r t

jane@ed-watch.org contact@ed-watch.org

U S A  O F F I C E

+1 (903)-424-6912
Ed-Watch LLC, 20 Hallo Street, Edison NJ 08837, USA

U A E  O F F I C E

+971 5 0565 3520
Smart Links Business Management Services; Office P3, Empire Heights Business 

Bay, Dubai, UAE

REACH OUT
TO US
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